AD=AOS57 872 SYRACUSE UNIV N Y F/6 9/2
BAYESIAN SOFTWARE PREDICTION MODELS. VOLUME III. AVAILABILITY A=-=ETC(U)

JUL 78 K OKUMOTOr A L GOEL F30602-76-C-009?
UNCLASSIFIED TR=78=3 RADC=TR=78=155=VOL~3

]
END
are
O 78

 — - —




ol PR )
|0 :
-

LE e
“"% B
25 4 e




R
L..%

RADC-TR-78-155, Volume III (of five)
Final Technical Report
July 1978

BAYESIAN SOFTWARE PREDICTION MODELS
Availability Analysis of Software Systems
Under Imperfect Maintenance

K. Okumoto
Amrit L. Goel

Syracnoq University

Approved for public release; distribution unlimited.

DDC FiLE coPyd

AD No.

ROME AIR DEVELOPMENT CENTER
Air Force Systems Command : Qk{ B
Griffiss Air Force Base, New York 13441

‘8 08 22 062




This report has been reviewed by the RADC Information Office (0I) and is
releasable to the National Technical Information Service (NTIS). At NTIS it
will be releasable to the general public, including foreign natioms.

nmcf-n-n-us. Volume III (of five) has been reviewed and is approved
for publication.

wmorm: (10, 11 L5

ALAN N. SUKERT
Project Engineer

N L. I
ALAN R. BARNUM

Assistant Chief
Information Sciences Division

HUSS
Acting Chief, Plans Office

FOR THE COMMANDER: .
?—&u ﬁ /%%-
JOHN P.

If your address has changed or if you wish to be removed from the RADC
mailing list, or if the addressee is no longer employed by your organization,
please notify RADC (ISIS) Griffiss AFB NY 13441. This will assist us in
maintaining a current mailing list.

Do not return this copy. Retain or destroy.

I o A sl St S A o Tl s B 0 N




(e 79155 VoL = |

1¥/e a D
/_k K\D‘\- / UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE (When Data Entered)
READ INSTRUCTIONS
REPORT DOCUMENTATION PAGE BEFORE COMPLETING FORM
[T REPORT NUMBER 2. GOVY ACCESSION NQJ 3. RECIPIENT'S CATALOG NUMBER
RADC-TR-78-~155, Vol III (of five) ¢ {;f
o

BAYESIAN SOFTWARE_PREDICTION MODELS. Vel . . TIT .
Availability Analysis of Software Systems e
Under Imperfect Maintenance .
_—

[Final echnical Kepawt,

Technical Report No. 78-3

H—AUTHORR e - - ®. CONTRACT OR GRANT NUMBER(s)
K. /(Okumoto Q;) + “L—-?-__’:"/
Amrit L./ Goel | | F3e6H2-76-C-Aigh7 e

S

See reverse

1 9. PERFORMING ORGANIZATION NAME AND ADDRESS 0. '=22R.‘=OERLKEG INTTNPU OBJEECT TASK
., 162702F /
Syracuse University // ( ]¢ 14 J
Syracuse NY 13210 ‘\l,? 55891403 o
11. CONTROLLING OFFICE NAME AND ADDRESS \( ’ ' Jal 78
Rome Air Development Center (ISIS) ; a1 F PAGES
Griffiss AFB NY 13441
Té. MONITORING AGENCY NAME & ADDRESS(/! dilferent trom Controlling Office) 1S SECURITY CLASS. (of this repart)
Same UNCLASSIFIED /i;"
1Sa. OE EA!S!FICATION DO
N/A SCHEDULE
16. DISTRIBUTION STATEMENT (of this Report) D D
Approved for public release; distribution unlimited. [] =
AUG 23 1978
17. DISTRIBUTION STATEMENT (of the abstract entered in Block 20, if different from Report) ! 'bu U lb
Same

18. SUPPLEMENTARY NOTES

RADC Project Engineer: Alan N. Sukert (ISIS)

19. KEY WORDS (Continue on reverse side if necessary and identify by block number)

Imperfect Debugging
Software Maintenance
Software Error Prediction
Software Error Modeling
Software Availability

20. ABSTRACT (Continue on reverse side If necessary and identity by block number)
In this report a model for the operational phase of a software systeﬁ\
which incorporates the uncertainty of error removal and the time spent in
correcting errors. Expressions for various measures of software system

performance, e.g. distribution of time to a specified number of remaining errors,
the expected number of errors detected and corrected by time t, and software
system availability are derived. Numerical examples are used to illustrate these

results. é —
Volume V will he published ata later date.

DD ,on'ss 1473  €oimion oF 1 NoV 68 1S OBSOLETE UNCLASSIFIED

SECURITY CLASSIFICATION OF THIS PAGE (When Data Entered)

cfed

N T BB ARG

N £ A T S S i
e e

Ey




FIED
SECURITY CLASS!FICATION OF THIS PAGE(When Date Entered)

Block 7.

IResearch Assistant, Department of Industrial Engineering
and Operations Research, Syracuse University.

2Profouor. Department of Industrial Engineering and Operations
Research, and School of Computer and Information Science, Syracuse
University.

UNCLASSIFIED
SECURITY CLASSIFICATION OF THIS PAGE(When Date Entered)

b T R ‘fmwﬁﬂ:q!A)..#‘N* oA




4.
5.
6.

TABLE OF CONTENTS

ENERUBUCDION ¢ v o G e o e e e e b, e e g T
MODEL DEVEIORPMENT. . & o o« s &« &l s # % 5. s @ 3 % s o«
DERIVATION OF VARIQUS QUANTITIES OF INTEREST . . .

ko 0 | Distribution of Time to a Specxfied Number of
Remaining Erzors . . . . . . . . s ¥ s R e i

3.1.1 Mean and variance of the first passage
(-0 T CMRARR R s M e e Lo el

3102 Numerical example. . . .« « « « v o« o o .

3.2 State Occupancy Probabilities and Software System
AT 5 9 10 18 -0 SRR e A T B s O

3.3 Number of Software Errors Detected by Time t .
3.4 Number of Software Errors Corrected by Time t .

GAMMA APPROXIMATION FOR A LARGE-SCALE SOFTWARE SYSTEM.

CONCIUDING REMARKS . « « « « o o o s ¢ o % » s s s & & =

SELECTED REPERENCES. . . ¢ « « « ¢ « o ¢ & ¢« s s s »

BERERRDER B ¢ o & 5 % & o @ ia- 6 & @ @ % @ v w 6w & w e

11

11

14

14

18
22
23
26
33
34

37

" P
N > WY
waw 1
we w O
wﬁwg 3 ﬁ‘» Lo ®
F 7 1 Y N ——
e sne 00 S L AL o
1
\!M f‘l’ X J&




LIST OF FIGURES

Figure Page

21 A Diagrammatic Representation of Transitions
Petweaen States of X(t) « « «. 4 s o s.5 6 & s 5 & 8 & 5

2.2 A Typical Realization of the X(t) Process. . . . . . 8
3l PDF of First Passage Time From N to Rpe + + v o e 15

3.2 CDF of First Passage Time From N to no. N IR

3.3 Software System Availability and State Occupancy
Probabilicties at Time €. "« v « « 5 s & % & » & w & s &%

3.4 Expected Number of Software Errors Detected and
Corrected By THmE €0 v % 0 v + & 5.8 = % & 3. 8 & & 5 29

4.1 Relative Losses for the Third and Fourth Moments . . 30
4.2 First Passage Times Based on Gamma Approximation . . 31

4.3 Plots of State Occupancy Probabilities and Software
System Availability Based on Gamma Approximation . . 32

ii




LIST OF TABLES

Table Page

3.1 Mean and Variance of First Passage Time for Various
s R e

n . . . . . - . . . . - . - . - . . - .
0

4.1 Gamma Approximations for First Passage Time
o L e T O A T T T

iii




EVALUATION

The necessity tor more complex software systems in such areas as
comnand  and  control and avionics has led to the desire for better
methods  for  predicting software errors to insure that software
produced is ot higher quality and of lower cost. This desire has been
expressed in nunerous industry and GCovernment sponsored conferences,
as  well as in documents such as the Joint Commanders’ Software
Peliability Vorking Group Peport (Nov 1975). As a result, numerous
cftorts have been initiated to develop and validate mathematical
models for predicting such quantities as the number of remaining
errors in a software package, the time to achieve a desired
availability level, and a measure of the software availability.
lHowever, early eftorts have not produced models with the desired
accuracy of prediction and with the necessary confidence limits for
ceneral model usage.

This effort was initiated in response to this need for developing
better and more accurate software error prediction models and fits
into the goals of RADC TPO No. 5, Software Cost Reduction (formerly
RADC TPO Yo. 11, Software Sciences Technology), in the subthrust of
Software Quality (Software ‘odeling). This report summarizes the
developnent of a mathenatical model for predicting quantities, such as
the expected nunber of remaining errors, achieved availability, and
time to detect and correct a specified number of errors, for
operational software systems that assumes a software error is not
corrected at a piven time with probability 1 (i.e. imperfect
debugging). The importance of this development is that it represents
the first attempt to develop software error prediction models that
incorporate imperfect debugging, and thus more closely reflect the
actual software error detection and correction process.

The theory and equations developed under this effort will lead to much
needed predictive measures for use by software maintenance personnel
in providing better and more efficient maintenance ¢f operational
sof tware. In addition, the associated confidence limits and other
related statistical quantities developed under this effort will f{nsure
more widespread use of these modeling techniques. Finally, the
predictive measures and equations developed under this effort will be
applicabhle to current Air Force software development projects and thus
help to produce the high quality, low cost software needed for today’s
systems,

(0. LAt

ALAN No SUKERT
Project Engineer
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1. INTRODUCTION

Considerable emphasis has been placed in recent years on
empirical studies of software error phenomena with the objective
of improving software performance. Such studies can be classified
into one (or both) of two categories. 1In the first category the

emphasis is on the analysis of software error data collected from

small or large projects, during development and/or operational phases.
Studies in the second category are primarily aimed at the develop-
ment of analytical models which are then used to obtain the
reliability and other quantitative measures of software performance.

Typical of the first category are the studies by Akiyama
[1), Belady and Lehman [3], Fries [6], Endres [5], Baker (2],
Motley et al [16]), Miyamoto [14], Willman et al [31], Schneidewind
[22), Shooman et al [25]), Sukert [26,27]), Rye et al [20], Thayer
et al [28), and Wagoner [30). These studies range in size from
an analysis of small data sets (108 errors), e.g. Wagoner [30],
to analysis of large sets (3500 errors), e.g. Thayer et al [28]
and encompass data from an on-line system [14], an operating
system (3], to that from the Apollo project [20].

In the second category of papers, several models have been
proposed and studied during the last six years. These include
'exponential type' models of Shooman [24], Jelinski and Moranda
{10,11), and Schick and Wolverton [21]; models based on the non-

homogeneous Poisson process proposed by Goel and Okumoto (8] and

it e d A




Schneidewind (23], and a Bayesian model by Littlewood and Verrall

[13). Halstead [9) has developed a theory based on 'software physics'
for various measures of the performance of a software system.

Musa [17] has introduced a model which is based on a large number

of parameters derived from the software system being modelled.
Trivedi and Shooman ([29] consider a Markov model in which they
incorporate the time spent for removal of errors.

Most of the above studies assume that an error is removed
with certainty when detected. Goel and Okumoto [7] have developed
a model for the debugging phase which takes into consideration the
uncertainty of error removal. Using this model they have derived
expressions for various guantities of interest. However, they
assume that the time for error removal is negligible.

In this report we present a model for the operational phace of
the system for the case when errors are not removed with certainty
and also take into consideration the time spent for error removal.
Expressions for varicous quantities of interest, e.g. distribution
of time to a specified number of remaining errors, expected number
of errors detected and corrected by time ¢t , and software system
availability, are derived from this model. The basic model is
developed in Section 2, and the quantities of interest are derived
in Section 3. Approximations for large-scale software systems

using a Gamma distribution are discussed in Section 4.




2. MODEL DEVELOPMENT

The process to be modelled consists of a sequence of opera-

tional

and maintenance (up and down) states of the software system.

We make the following assumptions about the process and the software

system,

(1)

(i1)

(111)

(1iv)

(v)

(vi)

The errors in the software system are independent of each
other and have a constant occurrence rate \.

The probability of two or more errors occurring simultaneously
is negligible.

when the system is inoperative due to the occurrence of an
error, the error causing the failure, when detected, 1s
corrected with probability p (0<«<p<1l) while with probability
q (p+q=1) the error is not removed. Thus g is the prob-
ability of imperfect maintenance.

The time to remove an error when there are 1 remaining
errors 1in the system, Y, follows an exponential distribu-
tion with parameter by

NO new errors are introduced during the error removal
(correction) phase.

At most one error is removed at correction time.

Let X(t) denote the state of the system at time t . Define

Y




1 ; The software system is operational while

there are

X(t)

1 errors remaining in the

software system,

s N T D TR O (=13

D ; The software system is down for error

removal (maintenance).

We will use this random variable

at time ¢t. Further, let N

ning of the operational phase,

to describe the state of the system

be the number of errors at the begin-

1.8« X{0) =N,

Suppose the system 1s Operative with 1 remaining errors when

a failure occurs. Further, suppose that the error removal activity

(maintenance) 1is carried on up to

(ii1) we have

In other words, 1if we

the end of each maintenance

time t. Then, from assumption

with probability p

with probability q.

were to observe the X(t) process at

phase,

then 1ts behavior is governed

by (2.2). It should be noted that in making these transitions X(t)

always goes through the D state as defined 1in (2.1). A diagrammatic

representation of transitions between states N,N-1,...,1,0 and »

is given in Figure 2.1. In general, the transition probabilities

(D)
i)
by

P from state i to state

5 via D4y 1,390,112, iaN are given
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NOow, assumptions (1) and (11) imply that the times between
succesnive software failures (error occcourrences) tollow an expon-
ential distribution, Suppose at some time t= v, x(v) =1,
1=0,1,...,N. Then the probability density function (pdf) t‘ (v)
of the time to next tatluve, Ty 18 given by the distribution of
the firat order atatistic of 1 exponential distvibutions each

with parvaneter \, i.e.,

i1
- i \-\‘ -“
£, () (1)\* (e )
orx
- 1y amint
f*(i) i\re
oy
-\‘(
f‘(t) R L (2.4)

and the cumulative distribution function (cdf) is given by




-\‘t
FL“) - lee (2.5)

where A\ = 1)\.

i

It should be pointed out that under assumptions (1) and (11), we
take the parameter \i to be equal to 1\, However, in general under dit-
ferent assumptions \x could be some other function of 1 and \ .

From assumption (iv), the cdf of maintenance times is obtained

-uit
P(\’1<.t) - 1l=-e . (2.06)

Let 2 denote the time for one up-down cycle when the number

of remaining errors is equal to i, 1.e.,

- 1.7
2‘ P‘0 Yx‘ ( )
Then

g (t) = P(2 S t) = (1-.--\“’)-(1-._\’““) (2.8)

where * denotes convolution.

Now we note that even though the stochastic process X (t)
makes transitions from state to state in accordance with equation
(2.3), the times spent in various atates are random and are given
by equation (2.8). Hence (X(t), t20] forms a semi=-Markov procass, :
A typical realization of this process is shown in Figure 2.2. It
should be pointed out that in our formulation the process X(t)
undergoes both real and virtual transitions, This means that after
an attempt to remove an error the atate of X(t) may change or may
remain unchanged. 1In Figure 2.2 real transitions occur at states

N,N=2 and 1 while a virtual transition occurs at state N=1 .
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Let Qi?) (t) denote the one step transition probability that
after making a transition into state i, the process X(t) next
makes a transition into state j via D, by time t. In other words

if a software package has i remaining errors at time zero, then

(D)
Qij

resulting in j remaining errors, will be completed by time ¢t.

(t) represents the probability that the next up-down cycle,

Hence, for 1i,j3=0,1,2,...,N, we can write

t
oﬁ’n>=SoPuun=j:zi=mxw"i“d“'

Since the events (X(u)=j} and [zituj are independent, we

get
ofS ey = S P(X(u)=31X(0)=i} -P(z,=ulX(0)=i]-
- S p‘D’ (z,=ulX(0)=i) -du
= (D)S dP (2, <u)
or 0ofY (&) = 2 ¢, (¢) g (2.9)

for i,j=0,1,2,...,N.

It is obvious that o“j))(t) must satisfy

oif (¥20,  43=0,1,2,...8,  £20

and

N
3'0
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Now, the one-step transition probabilities from :tate i to

i and to (i-l) via D are obtained from (2.9) and (2.3) as

oPlt) = q. g (v) (2.10)
0P 1) = p- g (v) (2.11)

for i=ml,2....,8

and
(D)
QO,O(t) =1. (2.12)
Proceeding similarly for all i,j, we get
! S 1 2 - - N-2 N-1 N _
0] 1 0 0 == === == 0 0
1Ipg () qgi(t) 0 = === =- 0 0
1 |
. \ I~ ~ ! !
| loftmfs 1§ P e . c | 2oy :
(‘ . | | iy ~ i &% I I f
i \ e 3
N-1f 0 Rt R B S L B |
N 0 0 = = = == = = = - =~ pr(t) qgn(th ‘
For known parameters N, p, ).i and My the probabilities
Qj(g) (t) can be calculated from equation (2.13). This equation is

the basic model for the process under study.

10
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3. DERIVATION OF VARIOUS QUANTITIES OF INTEREST

3.1 Distribution of Time to a Specified Number of Remaining Errors

Suppose at some time during the operational phase the number
of remaining errors in the software system is i. Let gi,no(t)
and Gi,no(t) be the pdf and cdf, respectively, of the first passage
time from i to ng - These quantities are the pdf and cdf of the
time required to obtain a software system with n, errors when the
initial number of errors is i

Since the number of errors at time zero is N, we are inter-
ested in getting an expression for GN,no(t) . First consider the
case of perfect maintenance. From the definition of oi(l');(t) , the
probability of going from N to N=1 errors via D in time [u,u+du]
is d°z§?»):-1‘“’ . The process restarts with (N-1) remaining errors
at time u and the cdf of first passage time from N-1 to N is
N-llno(t-“) . Thus the cdf of first passage time from N
to ng when the maintenance is perfect is

then G

t
ORI _ (D)
So On=1,n (%) 40y, N-1 () = Oy N-1"ON-1,n (F) e

Similarly, if the maintenance at the first error removal is imperfect,

the cdf of first passage time from N to n, is

(D)

t
-t} s = (D)
So GN'“o(t u) -dodP (u) Q“'NtGN'no(t) : (3.2)

since the events depicted 'in (3.1) and (3.2) are mutually

exclusive, we get the cdf of first passage time from N to n, as

11




T T~ -, o Rt

Gn‘no(t) = thD})] 1 N—l a (t)-folgD&tGN.no(t) . (3.3)

In general, the renewal equation is

(D) (D)
Gy,n, ¥ = 04,4-1"04c1,n (¥) + 04 1*64,n, (*) (3.4)

for i-n°+l,no+2,...,N where Gp ,n =1,
o’"0
Using Laplace-Stieltjes (L~S) transforms to solve the renewal

equation (3.4), we get

= 5(D) 5() X
Gi.no(” 5, 451 (s)ai 1,n, (s)+o (s)G no(s) i=ng+l,ng+2,...,N

(3.5)

where

g, _(s) =( e%ag, _ (s)
i,no SO i,n,

~(D) qrjuy

PR, T R
Qi 1(3) (9*‘"1) (s+“i)' (3-6)

and

i,i-1 (8+X15(8+ui)° .

solving the set of equations (3.5) recursively, we get

N i\
¢ (s) = 1 { L }

N,n 2
‘70 1-no+1 s” + “i"“i)"’p"i“i

O R T (3.8)
8S+r S+r >
1-n°+1 1,k 2,k

12
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RS < st o

where £y 4 and |r2‘i satisfy
T1,a%%2,4 "Mty
(3.9)
¥1,1%2,1 = Py o
Now from Corollary A.2 of Appendix A we get
gu n (s) '“; n (')ﬁlzw n (s)
‘7o ‘o o

-~

= Hu’no.no(s) (3.10)

where we set cl,i'rl,i and °2.i'r2,i . Finally, we obhtain the
first passage time distribution from N to n, as

N N

1 2
Gn.no(") e 2 Z dN,i.no+1aN,i.no+1
1-n0+1 j-no+1

X [1- ‘rz'j e-rl'

1l 2
where dﬁ.i.no-bl and ”n

Ct -r, .t
i N 2,3 }/(‘1,1"2,3')] (3.11)

i.n.4]1 are as given in Appendix A.
. , 0

From (3.11), the pdf of the first passage time is obtained

as
. > 1 3
d
qll.no(t) i ﬁeu.no(t) > Z an,i.no+1 dN.j.no+1
i-no+1 i-no+l
r r -r t “gs + G
x——lll_—z—ll(. 2Oj - 101 ). (3‘12)

ot P ) N




3.3 1 Mean and variance of the first passage time

The mean and variance of the first passage time, T from

N.no :

are obtained as follows

Z 2 Nin+1 Njn+1

i=n +1 J=n +1

N to no

r i
x (S2ed . —24-1 (£ 4~ 3 o) 3.13
( % . B 1)/ ‘3 : )

N N
d 02
N1n+1 N,3J, n+1

i=ng + ) =ng+ 1

b S r
X(Lx_ 2.4

1l,i

rz’j

var (T, ) = ET2 - (ET,

) (3.15)
:no Ncno N,no

x P D Numerical example

For illustration purposes consider the case when Ay = o)
= ip ,N=10, p=0.9, A =0.02 and p=0.05.
The pdf and cdf for the first passage time for this example
are plotted in Figures 3.1 and 3.2, respectively. These plots are
self explanatory.
The mean and variance of the first passage times from N= 10 )
to no=0,1,...,9 are computed from equations (3.13) and (3.15) and

are given in Table 3.1.
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Figure 3.1 PDF of First Passage time from N to Ny
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Figure 3.2 CDF of First Passage Time from N to ng
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TABLE 3.1

MEAN AND VARIANCE OF FIRST PASSAGE TIME FOR VARIOUS n,

(N=10, p=0.9, A=0.02, u=0.05)

ny Mean Variance WNariance
-

9 7.78 38.27 6.19

8 16.42 85.52 9.25

7 26.14 145.32 12.05

6 37.25 223.43 14.95

S 50.22 329.74 18.16

4 65.77 482.82 21.97

3 85.22 722.02 26.87

2 111.14 1147.26 33.87

1 150.03 2104.05 45.87

0 227.81 5931.21 77.01

]
: 1
17




3.2 State Occupancy Probabilities and Software System Availability

In this section we are interested in obtaining expressions
for the number of errors remaining in the software system and the

system availability. Let

Pg.ng(t) = PIX(L) =ng1X(0) =) , (3.16)

that is, PN - (t) represents the probability that the software
L
0

system is operational at time t with n, remaining errors, given
that it was operation at time t=0 with N remaining errors.
First we derive the expression for system availability in terms
of PN,no(t) . By conditioning on the first up-down cycle of the
process and using an approach similar to that of Section 3.1 we
get the following renewal equation:

=ke © 4

n
P (t) = e " +Q(D) * p L), n.<N (3.17)

nO' ho noo no no’ no

Conditioning on the first passage time, we get

P (t) =P *G (i) 18 (3.18)
Nlno nolno N'no
Taking the L~S transform of Pn a (t) in (3.17) and of PN (t)
0'"o ‘"o
in (3.18), we get
i
- S ~(D)
P (8) = —<=—%Q (s).-P (s) (3.19)
ny. Ny s + xn nye Ny nyen,
0 §
and
3
= -G " 3.20 3
Pr.ng (&) 3,,0,“0(:) Sy.ng®) (3.20)
18




(D)

Substituting the L~S of Q (t) from (3.7) and rearranging,

noo no
we get
o 3(-+uno)
e (8) =
0’0 s” + (xn +“n )s4~pxn Mh
0 0 00
i T1.n F1,n."Mn Ta,n
0 0 0 0 0 0
=1l-z -r 8+r “r -r S+r (3.21)
l,nO 2.no l,no l,no 2,no 2,nO

Substituting (3.21) into (3.20) we obtain the L-S transform of state
occupancy probability, i.e.

Ny =

n 2,n
o~ 0 ‘0 ~1 ~2
P (s) =G (s) = ~ H (s) | (s)
Ntno Nlno rllno rz'no N,no-l ano
r =X
1,n n
0 0 =~1 ~2
e e (s)H -1 (8) (3.22)
Hleng Rty "N ng N,ng=1
where
~1 2 E
Hy oyfe) =By _(s) =0 (3.23)
and
~ 1 ~2 2
Gy uf®) = ﬁN'N(S) Hy g(8) = 1. (3.24)
Note that we use equation (3.10) to obtain (3.22). Therefore, from
Corollary A.2 we have
) \no-r2,no
P (t) = G e - (t)
N.no N.no tl.no r2,n0 HN,no l,no
rl,no-)‘no
= - (t) n.=0,1,2,...,N (3.25)
Fling "2i0y N nging.y 0

which can be computed from the first passage time distribution

GN.no(t) .
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Let A(t) be the software system availability at time t,
that is, the probability that the software system is operational
at time t. Then, from the definition of PN.no(t) we get the
expression for A(t), i.e.

N
A(t) = Z PN.no(t) . (3.26)

no-o
Figure 3.3 shows the software system availability, A(t) and the
state occupancy probabilities, PN.no(t) , for the case when N=10,
p=0.9, A=0.02 and u=0.05. It shows how the availability improves
with time.

Now, let N(t) be the number of errors remaining in the soft-

ware at time t. Then, the distribution of N(t) is given by

P(N(t)=n) = Gy /() =Gy p_,(t) n=0,1,2,...,N (3.27)
with mean
- -
EN(t) = n:1 “‘"Gn,n-l“:” . (3.28)
20
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Figure 3.3 Software System Availability and State
Occupancy Probabilities at Time t .




3.3 Number of Software Errors Detected by Time ¢t

Let us introduce a counting process [ND(t) , t20] , where

ND(t) uenotes the number of software errors detected by time ¢t .

We are interested in deriving the expression for a renewal function

of this counting process. Let

Mg () = E[Ny(£) 1X(0) =N] (3.29)

AR

which represents the expected number of software errors detected
by time t when there are N errors at the beginning of system
operation. By conditioning on the first up-down cycle of the

process we get the following renewal equations:
i MR, (D) .
My(e) = d-e T e quly ) vMg ) (6) + Q] Mg (E)

-\ t
- l-e 'N-1%_ (D) (D)
B{:_l(t) l-e +QN_1,N_2*’€-2(”+°n-1,N-1*Hg(t)

(3.30)

-\, t
MI(t) = 1-e 1 +Q{?1'M‘?(t) 2

By using I~S transform of (3.30) we have
N
= o el s tB) ~ =(D) ¢ \aD £
M‘lj)(s) “ljmj,j_l(.m‘j’_l(.)+oj'j(a)ﬁj(.) j=1,2,...,N (3.31)

where ﬁg(l) =0,

Solving (3.31) recursively and applying the result from equation

(3.8), we get

22




N N ) WTE A8+ \.p.
M (s) = z( £ e o | ) -
.“.

i=1l\j=i+1 '2*(’\3'*“)-)"?\3 j ’2+“i+“i)“p'\i“i
N A\ " By & (T r
~ i i 1.1 i 2.4
= FT G (')[—-—_—-——' 1l- e wil E ]
im1 N, i rl.i t2,i {( rl.i) “tl.i ('2,1 ) s+r2'i}
N A Ty
i i ) &1 ~2
= T ——e l-—— ) H b (s) . (8)
=1 F1,i7%2,3 { ’1,1) EEE R
B
i ~1 ~2 :
*(:2 i'l)“N,i(’)“u,i-l(s’}' (3.32)

Then we have a renewal function of this counting process i.e.

N ge &
@(t) i 1?.1 ‘1,i'11'2‘i ‘(l-rlti)uu,i-l,i(t)
“-
: (rzfi"wﬂu,i,i—l‘”} (3.33) 1

where the expressions for HN i=1 i(Q:) and HN i i_l(t) are given

in Corollary A.2.

3.4 Number of Software Errors Corrected by Time t

We now introduce another counting process [Nc(t) « E®0J
where Nc(t) denotes the number of software errors corrected by 3

time t. Also, let ;
Mo (t) = E[N,(t) 1X(0) =N] (3.34)

which represents the expected number of software errors corrected
by time t when there are N errors at the beginning of system
operation. If we condition on the first up-down cycle of the

process, we can get the following renewal equations:
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=)

D)

W) = (n Jt)ﬁ(l-e-“jtuo‘ (t) + o!P *M (t)  (3.35)
j e 3=l 11 O )

3.

j‘l;z,..-,Nl

where Mg(t) =0 .

Solving (3.35) recursively and applying the result from equation

(3.8) we get

oy N N P\
M:(S) '% z n ) 1 ]
i=1 i + (\.+ S+ PA\.p.
i=1l j=i s ( j uj) PA by

N
-

1
5 Gy, i-1(8) - (3.36)

Finally, we get the expression for MS(t) in terms of first passage

time distribution i.e.

c 3 =
Mg (t) = 5 i:l Gy, j-1(t) - (3:37)

Comparing equations (3.33) and (3.37), the expression for
Mﬁ(t) differs only slightly from the one for M:(t) because of the
time to maintain a software failure involved in this model. How=

ever, as t-—- « we have

My(®) = My(=) = 2. (3.38)
For illustration purposes consider the case when N =10,
p=0.9, »=0.02 and p=0.05. The results for Mg(t) and Mg(t)
are plotted in Figure 3.4. It is easy to see that the difference
between the two curves gets small as t gets large. However, if
gets large, i.e., the maintenance time goes up, the two curves will

get further apart.
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Figure 3.4 Expected Number of Software Errors
Detected and Corrected by Time t
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4. GAMMA APPROXIMATION FOR A LARGE-SCALE SOFTWARE SYSTEM

In section 3 we obtained several guantities of interest in

terms of first passage time distribution, (t) . However, the

G
Nlno

computation of G (t) for a large-scale software system jg

N.,n

0
difficult and almost impossible for very large N. From a practical
point of view, we would like to get an approximate solution of these

equations for large N.

By studying the pdf's of Figure 3.1, we note that the distri-
butions of first passage time can be approximated by a Gamma distri-
bution. To use the moment. estimation method for the parameters of a
Gamma distribution we must develop another way to find the moments
(t) .

N.no

Let TN be a random variable representing the first passage
=Y

time from N to ng - Recall from equation (3.9) we have

of first passage time without using G

Sn.ng () = H;'nO‘H:’nO(t) : (a.1)
Then, the random variable TN,nO corresponding to . ., (t) can
be expressed by

Ty * T;'“0+T:'“o (4.2)
where Té.no and Ts.no are the random variables with distributions

H; (t) and H2 (t) , respectively. Also note that from the
' Ny N.no

1
N,no

of first passage distribution discussed in Goel and Okumoto [7 ].

definitions of H (t) and H;,n (t) they are in the same form
0
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By using the results obtained in [ 7], we get

N
1
mN,no = E l/rl,i (4.3)
i-=n°+l
N
2 2 :
mﬂ,no = l/r2 i (4.4)
i=n0+l
N
1
var (T i E l/rl 1 (4.5)
1=no+1
N
2 2
Var('ru,no) = E 1/‘2.1 - (4.6)
i-no+l
Then, from (4.2) we get the mean and variance of Tn.n ,i.e.
=ho]
z (1/::1 i+ 1/: i (4.7)
i-n +1
2 2
2
var (T '“o) = z (l/rl'i *1/‘2,1 ¥ (4.8)
i=n0+l

Suppose that the Gamma distribution to be used as an approxima-
tion for GN. o(t:) has shape parameter g and scale parameter 8,
so the mean and variance are given by 4/ and o/B » respectively.
Using the method of moments for estimating the parameters o and 8

we have

N
Z (1/!‘1'1-0- 1/1‘2'1') = a/B (4.9)

i-n°+ 1
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N
2 (1/:1'12+ Wy Mye a8 (4.10)

i-no+ 1

Therefore, we have

N
2 (l/r:l +1/r2 i)
5 i-n0+1
A = N (4.11)
Z (1/x, i+ 1l/r, 12)
i=n0+1

| 2
{ Z (l/rl,i+ l/rz'i)}
i

0
N , (4.12)
Z (1/:2'12+ l/xy 37)

Q>
n

Numerical examples of this approximation for various n, are
given in Table 4.1, where N=100, p=0.9, 1 =0.02 and u=0.05. We
also compute the relative losses for 3rd, and 4th moments around the
mean, to see how good the approximations are. Figure 4.1 shows the
relative losses for 3rd and 4th moments around the mean with N, where
p=0.9, \=0.02, 4 =0.05 and no-O.ZN.

Based on these results we find that the.Gamma approximation of
first passage time distribution for a large-scale software system
is reasonably good.

Plots of first passage time using Gamma approximations are
shown in Figure 4.2 for N=100, p=0.9, 2=0.02 and u=0.05.

The state occupancy probabilities and software system avail-
ability based on Gamma approximation for N=100, p=0.9, \=0.02 and
vvJ.05 are given in Figure 4.3.
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TABLE 4.1
GAMMA APPROXIMATIONS FOR FIRST PASSAGE TIME DISTRIBUTIONS :
(N=100, p=0.9, A=0.02, u=0.05)

LO Nean Var = ) Relative Loss (%)
3rd. Moment 4th Moment

10 175.65 326.14 94.61 0.539 35.95 4.17
15 145.38 208.75 101.25 0.696 30.09 2.86
20 123.64 148.57 102.89 0.832 25.84 2.19
25 106.67 111.98 101.60 | 0.953 22.61 1.80
30 92.74 87.39 98.42 1.061 20.10 1.55
35 80.94 69.72 93.96 1.161 18.11 1.39
ho 70.69 56.41 88.57 1,253 16.52 1.28
45 61.63 46.03 82.53 1.339 15,24 1.22
50 53.52 37.70 75.99 1.420 14.21 1.19
55 46.18 30.88 69.08 1,496 13.38 1.20
b0 39.47 25.18 61.89 1.568 12.72 1.23
70 27.58 16.20 46.93 1.702 11.77 1.43

0 17.26 9.46 31.48 1.824 11.22 1,93
0 8.15 4.21 15.79 1.94 10.93 3.45
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5. CONCLUDING REMARKS

In Section 2 we developed a model for the operational phase
of a software system which incorporates the uncertainty of error

removal and the time spent in correcting errors.

In Section 3, expressions were derived for the distribution
of time to a specified number (no) of errors remaining in the soft-

ware system starting with an initial number of errors N , the

state occupancy probabilities, software system availability, and

the number of errors detected and corrected by time t

An approximation using Gamma distribution was discussed in

Section 4 for large-scale software systems.
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APPENDIX A

The following lemma which is known as Heaviside Expansion

Theorem is useful in our analysis.

Lemma A.l For any integer values Ny e N =n, amd any real number

'ci>°' 1-n0.no+l,...,N

N ci N <y
n w L @ o (A.1)
= S+ C, - N,i,n, s+ C,
1 “0 1 1 no 0 i
where
N c
JN g n E—f%;-. (A.2)
N J=n, 3j i
¥l

From Lemma A.l we give the following corollary which is needed for

computational purposes:

corollary A.2 Let

o~ o= 2
(s) = (s) fl (s) (A.3) !
HN,nl.n2 “N,n1 N.n2 ;
where
N o :
T " (s8) = n ;—;—}E‘J— (A.4)
i’ i-n1+l Lok
b N Sy
H: I T (A.5)
e i=1 a1
Then the inverse of Laplace-Stieltjes (L-S) transform of HN 5. .0 (s)
. l' 2
is given by
3
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N N
1 2
Hn.nl.nz(t) g Z Z dn.i.nl-o»l'au.j.n
i=n,+1 j-n2+1

2+1

s | t

x[l-{czlje o4 '°1,1'-c2’jt}/(‘-’l,i‘cz,j’] (A.6)

where 7;.1.n1+1 and agoj.nfl are the coefficients corresponding
1 ~2
to Eu'nl(ﬂ) and H,N‘nz(s) . respectively.

The proof of Corollary A.2 is obvious.
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